Hpunoxenue Nel. llamsarka aist o6yuarommuxces 06 uad it 6 M JeTei

HEJIB351
Beem moapsin coobmare CBOK 4acTHyI0 MHGopMammio (Hactosmme ums, damummio,
Tened)on, aapec, HOMep LIKOJILI, a Takke Gororpaduu cBOH, cBOeH ceMby H apy3eif);

—

2. OtxpsiBaTh BIOXKEHHBIE (aiiyibl 3ICKTPOHHOM MOYTEI, KOr/la He 3Haellb OTIPAaBUTENS;
3. I'py6uts, NpHAMPATECS, OKA3LIBATE JABICHAE — BECTH Ce0s HEBEXKIINBO M arPECCHBHO;
4. He pacniopsokalics neHsramMp TBOeli cembd Ge3 paspemieHus CTapmuX — Beerza
cnpammsait poauTenei;
5. 'He Bcrpedadica ¢ MHTepHET-3HAKOMEIMH B peanbHOW XM3HH - NOCOBETyHCH CO
B3POCIBIM, KOTOPOMY JIOBEpSAEIIIb.
OCTOPOXHO

1. He Bce mamyTt npasay. Yuraems o ceGe nenpasay B MuTepaere — coobumm 06 3ToM
CBOHMM POJHTEJISM HIIH ONIEKYHaM;

2. TIpHrnamaior nepenuchBaThes, HrpaTh, OOMEHHBATECS — IPOBEPD, HET JTH NMO/ABOXA;

3. Hesakonnoe konupoBanue (aiinos B UHTEpHETE — BOPOBCTBO;

4. Bceraa paccka3siBaif B3pocibIM 0 TpobneMax B CETH — OHH BCErZa [IOMOTYT;

5. Wcnoms3y¥ HacTpodkm 6e30macHOCTH H NPHBATHOCTH, 9TOOEI HE TNOTEPSTH CBOH
AKKayHTBI B COLICETAX H JIPYTHX MOpTasax.

MOXH

. YBaxaii Ipyrux noms3oBarenei;

. Tonp3yemnscs MHTEPHET-HCTOYHAKOM — ieNail CCHUIKY Ha Hero;

OTKpHIBali TONBKO T€ CCHUIKH, B KOTOPEIX YBEPEH;

O6marses 3a MOMOUIBIO B3POC/HBIM — PONMTENH, ONEKYHbl H aJMHHHCTpAUMs CaiToB
BCErzia OMOryT;

5. Tlpotizu o6ydenne Ha caiite «CeTeBHIOK» H MOMYYH NaCIOPT MHGPOBOro rpakaanmuHal

e

Ne | Pasnen/mospasaen Dopmar Conepxanue MaTepHanos
TpeJCTABIEHHs
METEPHANOB
1. | Hopmatusroe Konun ITy6maxyroTcs akTyanbHbie CBEICHUS 06
perynupoBanue JIOKYMEHTOB B (eneparbHEIX H PErHOHANBHBIX 3AKOHAX,
dopmare *PDF THCHMAX OPraHoB BIIACTH H JIpyrHe
HOPMATHBHO-TIPABOBEIE IOKYMEHTBI,
periamMeHTHpyrouue obecrnedeHue
uHpopManHonHOH Ge30nacHoCTH
HECOBCPIICHHONETHHX.
Jlonyckaercst BMECTO KONHii pasMemars
TUOEPCCHUTKH Ha COOTBETCTBYIOIHE
JOKYMEHTBI Ha caliTax OpraHoB
TOCYIApCTBEHHOM BJIACTH.
3. | Ilenaroruyeckum Texcr ma Pasmemarorcs MeToHYecKue
paboTHHKaM CTpaHHIe caita PEKOMEH/IALMA H YKa3hIBaeTCH MHpOpMALms
Konmn 0 MEPONPHATHAX, IIPOEKTAX H MPOrpamMmax,
JIOKYMEHTOB B HaNpaBJIeHHBIX HA NOBbIICHHE
tdopmare *PDF HH(OPMALHOHHON IPAMOTHOCTH
Ne/IarorH4ecKuX paboTHHKOB.
4. | O6ygarommmest Texer Ha Pasmemaercs nHOpMAHOHHAS TAMATKA
CTpaHHIEe caiiTa (npunoxenne Ne2) u ykassiBaeTcs
HHGbOPMAIHA O MEPONPHATHAX, IPOEKTaX H
nporp , Harp IX Ha IOBBILICHHE
HHOOPMAIHOHHOH rPaMOTHOCTH
ofygaroumxcs.
S. | Pomurensm Texer Ha Pasmemaercs HHOPMALMOHHAS AMATKA
(3aKOHHBIM CTpaHHLe caifTa (npranoxenue Ne3).
NPEICTaBHTEISM)
obyuaromuxcs
6. | Jlerckue Gesonacubie | Teker Ha Pasmemaercs nadopmauns o
caiiTst CTpaHHue caiita PEKOMEHIYEeMBIX K HCIIOb30BaHHIO B
y4ueGHOM nponecce Ge30nacHbIX caiTax,
GanHephl 6e30NacHBIX JETCKHX CaliTOB

B umemsx ofecneueHns MONOXEHUS

0 3anpere pekiamMbl B 0Gpa3’oBaTeNbHBIX

OpraHH3auMsX B paMKax  JIeHCTBylomero  (yefiepajbHOIO  3aKOHOMNATENLCTBA

00meo6pa3oBaTelbHBIM  OPraHH3alMsAM HE PEKOMEH/YETCS HCIONB30BATh METONHYECKHE
MaTepHankl M JApyrodl  o0pa3oBaTeNbHBIA  KOHTEHT, KOTOphle ObUTH  pa3paGoTamsl
KOMMEPYECKHMH OPraHM3alMsiMU H COJAEPXKAT PEKNaMHYI0 HH(YOPMAUMIO MOGHIX MPOAYKTOB
() yeryr. B cBoto ouepe/is opraHan, OCyIECTBISIOUMM YTpasieHHe B cdepe 06pazopanus,
PCKOMEHIYeTC ~ MCKIIOYHTH M3  NPAKTHKH  PAacHpOCTPAaHEHHSs M PeKOMEHJalHH
06meobpa3oBaTeNbHEIM OPraHH3aIHAM NOJOGHOTO PO/ia MATEPHATIOB.



1. He nepenapait cBoio yuuHyi0 HH(poOpMmaumio uYepes obmenoctymusie Wi-Fi cern.
Pabotas B HMX, KENaTeJbHO HE BBOJMTH MAPONH AOCTYNA, JIOTHHBI M KaKHe-TO
HOMepa;

2. Hicnomb3yit H oGHOBIAH aHTHBHPYCHBIE IIPOrpaMMEl U Gpanvayep. TeM cambiM Thl
o6e3onacuurs ce6s OT 3aKaYKH BHPYCA Ha TBOE YCTPOHCTBO;

3. Ilpn wmcnomssosanmn Wi-Fi otkmoun dyskmmoo «O6umii noctyn k daiinam u
npunTepam». JlaHHad (QYHKIMA 3aKpEITa 1O YMOJYAHHIO, OJ(HAKO HEKOTOpbie
NOH30BATE/H AKTHBHPYIOT €€ Ul yo0CTBa Henob30Banus B paGore Wi yuebe;

4. He mcnonesyit myGmuumeii WI-FI mns nepejads JHYHBIX AaHHBIX, HANPUMEp NS
BBIXO/Ia B COIMANBHBIE CETH HIIH B 3JIEKTPOHHYIO 1104TY;

5. Mnone3yii Toibko 3ammueHHoe coeaunenue yepes HTTPS, a we HTTP, T.e. npu
Habope Be6-anpeca BBOH HMEHHO «https://»;

6. B wmobwmsHOM Tenmedone orkmoun Qymkumo «[logxkmouenne k  Wi-Fi
aproMaTHyeckny. He nomyckaif aBTOMaTHYECKOTO NOKIIOYEHHAS YCTPORCTBA K CETAM
Wi-Fi Ge3 TBoero cornacus.

Coyuansnvie cemu

CoumansHele ceTH aKTHBHO BXOJST B HAUTY JKH3Hb, MHOTHE JIONH pabOTaloT M HBYT
TaM NoCcTosAHHO, a B Facebook yxe 3aperncTpupoBaH MHILUTHADA YENOBEK, YTO ABAAETCH OIHOM
CelbMON BeeX KuTesell muaneTl. MHOrMe MONB30BaTeNH He MOHMMAIOT, YTO HH(OpMAmMs,
pasMelICHHAs! UMK B COIHATBHBIX CeTAX, MOXeT GBITh Haii/leHa H MCIIO/IB30BaHA KeM YTOJHO, B
TOM YHCJIE He 0053aTeNBHO ¢ GIariMH HAMEPEHHAMH.

OcHoBHEIE COBETHI 10 6€30MaCHOCTH B COUMANBHBIX CETAX:

1. Orpanmus cnmcok apyseil. ¥ Te6s B Apy3bsX HE AOIDKHO OBITH CITydaiHBIX K
HE3HAKOMBIX JOJIeH;

2. 3ammmaii cBOIO yacTHyIo Xu3nb. He ykaspisaii naponu, tenedoum, aapeca, naty
TBOETO POXKACHHA H JPYTYIO JHYHYIO HH(OpMAIHMIO. 3NOYMBIIUIEHHHKH MOTYT
HCTIONB30BaTh ke MHOOPMAMIO O TOM, KaK Thl M TBOH POJHMTENH IUIAHHpyeTe
NPOBECTH KAHHKYJIBL;

3. 3aummaii CBOIO pemyTaIMIO - JEPXKH ee B YHCTOTE H 3aiasaii cebe Bonpoc: Xoren 61
Thl, YTOOK! IpyrHe MONB30BATENH BUIENH, YTO TH 3arpyxaeus? [Toaymaii, npexne
YeM YTO-TO ONyGNIMKOBATH, HAITKCATS H 3arPy3HTh;

4. Eciu Thl roOBOPHING C JIO/IbMH, KOTOPHIX HE 3HAEIN, HE HCNONB3YH CBOE peanbHOe
HMS M IPYIYIO JIHYHYIO MHQOpMAIMK: HMS, MECTO XHTENbCTBA, MECTO y4eOhl H
npovee;

5. MWs6eraii pasmemenns gororpapuit B UnTepHere, rie Tol H306pakeH HA MECTHOCTH,
0 KOTOPOH MOXKHO ONPEJIEUTE TBOE MECTONONOKEHHE;

6. Ilpn perncTpauiy B CONHANBLHON CeTH HEOGXOAUMO HCIIONB30BATH CIOXKHEIE TTAPOJTH,
cocrosmue H3 OyKkB M UKD M ¢ KONIHYECTBOM 3HAKOB HE MeHee 8;

7. Jina counansHo¥ CETH, OYTHI H APYTHX CAHTOB HEOOXOAMMO HCNONB30BATH PasHbIE
naponu. Torna ecnn Te6s BIIOMAIOT, TO 3MOYMBIILUIEHHHKH MOTYYaT JOCTYN TOJNBKO
K OJIHOMY MECTY, a HE BO BCE Cpasy.

Onexmponnwie denveu

DJNeKTPOHHBIE IEHBTH — 3TO OYeHb yAOOHBIH cnocof niatexeif, OHAKO CYMIECTBYIOT
MOIUCHHHKH, KOTOPbIE XOTAT HOJNYYHTH ITH JCHBLIH.

3ﬂel€lp0ﬂlible JCHBI'H MNOABHIIHCE COBCEM HEAABHO M HMEHHO H3-3a 3TOr0 BO MHOIHX
roCyapcTBax o CHX MOp He IIPOMHCAHO NMPO HUX B 3aKOHaX.

HNpuaoxenne Ne2. Hupopmannounas namMsaTKa Ans 06y 4al0muxes Is pasMenIeHnus Ha
oprumansueix Hureprer-pecypeax

C KaKIBIM TOZIOM MOJIOJIEHH B HHTEpHETE CTAHOBUTHCA GoJibile, @ IKONBHHKA OJHH M3
CaMbiX aKTHBHBIX MNONb3oBatenedf Pynera. Mexay TeM, NOMHMO OrpOMHOTO KOMMYECTBA
BO3MOXHOCTEH, HHTEpHET HeceT M mpobsieMbl. DTa maMaTKa JOJDKHA MOMOYs Tebe GesomacHo
HAXOIHUTHCH B CETH.

Komnviomepnuie supyce:

KommbloTepHbllf  BHpPyC ~— 370  pasHOBHAHOCT  KOMNBIOTEPHEIX  TIPOTpaMM,
OTJIHYATENHHON OCOGEHHOCTHIO KOTOOH ABNAETCS CHNOCOGHOCTH K  pasMHOXeHHIO. B
JOTIONHEHAE K 3TOMY, BHPYChl MOTYT MOBPEMTH WIH NOJHOCTBIO YHHYTOXHTH BCe (ailisl m
JlaHHBIE, MOAKOHTPOMLHEIC MONB30BATENO, OT HMEHH KOTOpOro GhUla 3amylleHa 3apax&HHas
TporpaMma, a TakxKe MNOBPEJUTs HIH NKE YHHYTOXHTH ONEPALMOHHYIO CHCTEMY CO BCEMH
¢aitnamu B nenom. B GONBIIHHCTBE CITy4aes pacpoOCTPAHAIOTCS BUPYCHI Yepe3 HHTEpHET.

MeTonE! 3aHTEI OT BPEIOHOCHBIX POTPaMM:

1. Mcnome3yii coBpeMeHHEIE ONEPAHOHHBIE CHCTEMEI, HMEIOITHE CEPLESHBIH YpPOBEHb
3alIETE! OT BPEIOHOCHBIX MPOrpaMM;

2. TlocrosnHO ycTanapnueaii mautn (UHQPOBBIE 3amNATKH, KOTOPHIE ABTOMATHYECKH
YCTaHaBJIHBAIOTCA € UENBIO JOpaObTKH IPOrpaMMBI) W ZpyrHe OGHOBJIEHHS CBOEH
OnepauHonHOH cucTeMbl. CkaunBaii HX TONBKO C OQHUMANBHOTO caiiTa pa3paGoTmKa
OC. Ecnu cymecTByeT peiHM aBTOMATHYECKOT0 OGHOBJIEHHS, BKIIOYH €ro;

3. PaGoraif Ha CBOEM KOMIIbIOTEpE 10/l NPABAMH TONB30BATENS, A HE ATMHHACTPATOPA.
910 He MO3BOMHT GONBIIHHCTBY BPEJOHOCHBIX NPOTPaMM HHCTAIIHPOBATHCH HA
TBOEM ITEPCOHANBHOM KOMITBIOTEPE;

4. Hcnonb3yii aHTHBHpYCHBIE IPOrPaMMHEIE IPOJYKTH! H3BECTHBIX MPOH3BOATENeH, C

aBTOMaTHYeCKAM 00HOBIeHHEM Ga3;

. Orpannyb ¢usmgeckuil JOCTYN K KOMITBIOTEPY JUIS IOCTOPOHHHUX JIHIL;

. Micnone3yii Bremmsue HocHTeu HHGOpPMALHH, Takue Kak dremka, IMCK WK (aiin u3

HHTEPHETa, TONBKO H3 NPO(ePEHHBIX HCTOYHHKOB;

7. He oTkpeiBaif KoMIbIOTepHBIe (aiiiTbl, MOTyYeHHbIE U3 HEHANEKHEIX HCTOYHHKOB.
Jlaxe Te aiinsl, KoTopele mpucnan TBol 3makomsii. Jlyume yroumH y mHero,
OTIpPaRBJISI JIH OH Tebe uX.
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Cemu WI-FI

Wi-Fi - 370 He BUJI Mepe/ia IAHHEIX, HE TeXHOJOIH, a Beero umb Gpery, Mapka. Eme
B 1991 roay Hupepnannckas kommaHus 3apeructpuposana Gpenn « WECA», uto o6o3nagano
cnosocoyeranue « Wireless Fidelity», kotopsiit nepeBoautes kak «GecipoBO/HAS TOUHOCTEY.

Jlo namero Bpemenu noumuia Apyras aG6pesuarypa, KOTOpas SBISETCS Takod xe
Texnonorueii. 310 abGpepuarypa « Wi-Fi». Takoe Hassanue GbLIO IaHO C HAMEKOM Ha CTanaapr
BhICIUMi 3ByKkoBO#H Texuuxu Hi-Fi, uto B mepeBosie 03HauaeT «BHICOKAst TOYHOCTEY.

Ma, GecrunaTHbIH HHTEPHET-IOCTYN B Kade, OTENAX M a3pONOPTaX ABIAETCS OTAHUHOGN
BO3MOXHOCTBIO BBIXO/A B HHTepHET. Ho MHOrHe 3KcnepTsl cuuTalor, 4to obmenoctymusie Wi-
Fi cet ne aBnsiorcs Ge30nacHbIMH.

Cosetsl no GesonacHoctn pabore B o6menocTynHEIX cetax Wi-fi:



Kubepb; wu 6upmy 0

KubepOy/umur — mnpecrnefioBaHHe COOGIEHHSMH, COACPKAIAMHE OCKOpGIeHHs,
arpeccHio, 3alyrHBaHHe; XYJIHIaHCTBO; COIHaNbHOe GOMKOTHPOBAHHE C MOMOIIBIO PA3IHYHBIX
HMHTEPHET-CEPBHCOB.

OcHoBHBIe coBeTsI 110 Gopsbe ¢ kKuGepOyLTHErOM:
1. He Gpocaiica B Goii. JIysumuit cnoco6: nocoBeToBaThcst Kak cebs BECTH H, €CNH HeT
' TOro, K KOMy MOXHO OODaTHTECH, TO BHAYaNe YCHOKOHThCS. ECIA Thl HauHems
OTBeYaTh OCKOPO/NEHHAMHM Ha OCKOPOJIEHHS, TO TONBKO eme GoMblIe pasoiOKenTs
KOoH(IHMKT;
. Yupasnsii coeit kuGeppenyrauueii;
. AHOHHMHOCTb B CeTH MHuMas. CyIIECTBYIOT CIOCOOE! BBIACHHTB, KTO CTOMT 3a
2HOHHMHBIM aKKaYHTOM;
4. He crout BecTn Xynuranckuii o6pa3 BupTyansHo# sxusuu. Murepner duxcupyer Bee
TBOM ICHCTBHA M COXpaHAET HX. Y nanuTh HX Gy/eT KpaiiHe 3aTpyAHUTENBHO;
5. Cobmonaii CBOH BHPTYaNbHYIO Y€CTh CMOJIOAY;
6. Wrnopupyli emmuuuHbIi HeratuB. OmHOpa3soBsle OCKOPOHTENbHBIE COOGLIEHHS
Jiydiue HrHOpHpoBaTh. OGBIMHO arpeccus NPeKpallaeTcs Ha HAYANbHON CTaIuH;

w N

7. Ban arpeccopa. B nporp obMeHa MIHC IMH COOOUICHHAMH, B COLHAIBHBIX
CeTAX €CTh BO3MOXHOCTH OJIOKHPOBKH OTNpPAaBKH COOGIICHHH C ONpENeNeHHBIX
azpecos;

8. Ecim el cBuuerens xuGepGyiummra. TBoM JIeCTBHS: BHICTYNMHTH IPOTHB
TpecrieoBaTeis, IOKa3aTh €My, 9TO €ro JeHCTBHS OLEHHBAIOTCA HETaTHBHO,
NOJIEPXKATh JKEPTBY, KOTOPOH HYXHA ICHXOJOrHYECKas MOMOINb, COOOIHTE
B3POCHTBIM O (haKTe arpecCHBHOrO MOBEICHUS B CETH.

Mobunvnvii menegon

CospeMennsie cMapTOHBl M [UIAHIIETHl CcoxepxaT B cebe BHONHE B3POCITBIH
(yHKUHOHAN, M Temeph OHH MOrYT KOHKYDHPOBATH CO CTALIHOHADHBIMH KOMITBIOTEDAMH.
Opnako, CpeCTs 3amMThI /s MOAOGHBIX YCTPOHCTB MoKa OyeHs Mano. TecTHpOBaHHe H MOHCK
YA3BHMOCTEH B HHX NPOHCXOJHMT HE TaK MHTeHCHBHO, Kak i 1K, To e caMoe kacaercs i
MOGHJIBHBIX ITPHJIOKEHHAH.

Cospemennbie MoGuIBHbIE Gpay3epbl yike NPAKTUYECKH JOTHATH HACTOIbHEIC AHANOTH,
OJIHAKO pacmHpenHe (yHKUHOHANa BieueT 3a coGOM GOMBLIYIO CHOKHOCTE M MEHBIIYIO
3AIMHIIEHHOCTb.

Jlaneko He BCe MPOH3BOAHTENH BHITYCKAIOT OGHOBJEHNS, 3aKPHIBAIOLIAE KPHTHYECKHE
YA3BAMOCTH JUISL CBOMX YCTPOMHCTB.

OcHoBHEIE COBETHI JUIs Ge30MacHOCTH MOGUIBHOTO Tenedona:

1. Hudero ne smnsiercs mo-nacrosmemy GecruiaTHeM. Byab octopoxen, Bemb Korxa
Tebe mpeanaraior GecniaTHBI KOHTEHT, B HEM MOIYT GEITh CKDHITEI Kakue-TO
IUIATHBIE YCITYTH;

2. Jlymaii, npexne yem otnpasuth SMS, $poTo umm Buzeo. Tel TOYHO 3HaEIb, e OHHA

GynyT B KOHEIHOM HTOTE?
. Heobxomumo 0GHOBIIATH ONepalioHHYIO CHCTEMY TBOETO cMapTdoHa;
. Mlenonb3yit aHTHBHPYCHBIE IPOrPaMMBI Ut MOGHIBHEIX TeeOHOB;
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B Poccun xe omm (GYHKUMOHHDYIOT M O HHX Yxe TIPOITHCAHO B 3aKOHE, Ije WX
PA3NC/IAOT HA HECKONBKO BHIOB — AHOHHMHBIC M He aHOHHMHBlE. Pasmuma B TOM, 9TO
AHOHHMHBIC - 3TO T€, B KOTOPhIX pasp TCA 1Ip TH T Ges mpenTHdUKawMM
TIOMB30BATE s, 4 B HCAHOHHMHBIX HACHTHQHKALMM NOIB30BATeNS ABISETCH 0OA3ATENEHON.

Taoke clIeyeT pasuuaTh SNEKTPOHHEIE (HATHEIE JEHBIH (PaBHEI rOCYZIAPCTBEHHBIM
BaMOTaM) # AMEKTPOHHBIC HeHATHEIE NEHBIH (He PaBHbI TOCY/IaPCTBEHHBIM BATIOTaM).

OcHOBHEIE COBeTHI 110 Ge3omacHoli pabore ¢ 31eKTPOHHBIMH JICHBIAMH;

1. Tlpuesxu k cueTy MOGHILHEI Tenedon. D1o cambri yRoGHBIH # GBICTPBI cnoco6
BOCCTAHOBHTH ZOCTYN K cyeTy. Ipussannsiii Tenepon nmomoxer, ecnu 3aynems
CBOH NIATEXHEIH Aok WM 3afileuts Ha CalfT ¢ HE3HAKOMOTO ycrpoiicTaa;

2. Hcnonesyii oxmHopasossie maponn. ITocne Tepexosia Ha YCHJICHHYIO aBTODPH3AIHIO
TeGe yxe He GYeT yrpokaTh ONACHOCTb KPaKH WK TepexBaTa MIaTexHOro mapoJis;

3. BuGepu cnoxmbii napons. Ilpecrynmukam Gyner He mpocTo yramats CHOXHEIH
naposns. Haznesxinie napoms — 510 maposnu, KoTophie Coepxar He MeHee 8 3HaKoB u
BKJIIOYAIOT B ce6sl CTPOUHbIE H MPOMHCHEIE GyKBBI, UMPBI M HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK J0/u1apa, GyHTa, BOCKIMIATebHBI 3HAK H T.I1. Hanpumep, $tROng!;;

4. He BBOZH CBOM JIHYHBIE NaHHEIC Ha caiiTax, KOTOPBIM HE JI0BEPACIIIb.

Onexmponnas nouma

ONEKTPOHHAS 0YTA — 3TO TEXHOJIOTUS 1 TPEIOCTABIAEMBIE €10 YCIIYTH 110 NIEPEChLIKE H
TIONYYCHHIO JEKTPOHHEIX COOGMIEHHH, KOTOpHIE pacnpeNeNsioTcs B KOMIIBIOTEPHOMH CceTH.
OGBIMHO  JIEKTPOHHBIN  OYTOBEIH AHK  BHIIAOAT  CheAylommM  obpasom:

HMA_TONE30BaTeNs@ums_nomena. Takke Kpome nepefay MpOCTOro TEKCTa, HMeeTcs
BO3MOXHOCTD [lepeiaBaTh (aiibl.

OcHoBHEIe coBeTsI MO Ge3onacHol paboTe ¢ 3NeKTPOHHOM MoYTOM:

1. Hapo Bri6pats npaBunsHEI noYTOBLIH cepBHC. B HETEpHETE ecTh OrpoMHBIH BEIGOp
GeCIIaTHBIX IOYTOBBIX CCPBHCOB, O/IHAKO JTyyme JIOBEPATH TEM, KOTO 3HAEUIb H KTO
nepsbiif B pefiTure;

2. He ykasbiBaii B JHYHOMN mOuTE JHIHYI0 uHGopmaimo. Hanpumep, nyume BrIOpaTs
«My3BIKATLHBIH_(anatr@» wim «pox2013» BmecTo «remal 3x;

3. Menomesylt IByXsTanHyio aBTOPH3AAIO. DTO KOTAA TOMHMO TIApOJIA HYXKHO BBOJAMTH
KOJI, PHCEUTaeMbiit 1o SMS;

4. BuiGepu cnoxumii napons. Jis KaXaoro Mo9TOBOro SIIHKA nomxeH GBITH CBO
HaJICHKHBIH, YCTOHYMBRI K B3/IOMY Napois;

5. Ecnm ecTh BO3MOXHOCTH HANHCATH CaMOMy CBOJ JIMYHBIH BONIPOC, HCTIONB3YH ary
BO3MOXHOCTB;

6. Hcroms3yll HeckoNBKO NOYTOBHIX SIIMKOB, IMepsriit s yacTHOM mepenmcku c
IpecaTami, KOTOPHIM ThI JOBepsiemb. DTO 3JeKTPOHHENA ampec He Hao
HCIONB30BATH PH PErHCTpauky Ha (opymax u caiftax;

7. He oTkpemaii daiinkl u Apyrue BIOKEHHS B mHCHMax Ji@Ke ecli OHH NPHULIH OT
TBOMX JIpy3eif. Jlyuuie yTOYHH y HUX, OTIIPAB/ISH JH OHM TeGe 3TH aiines;

8. Tlocne okoHuanus paGoThl HA MOYTOBOM CepBHCE Mepesl 3aKPHITHEM BKJIANKH C
caifToM He 3a0ymb HaxkaTh Ha «BLIHTHY.



2. Ucnonssyi#t GesonacHsle BeG-caiiThl, B TOM 4YHCIHe,
TIOMCKOBBIX CHCTEM;
. Mcnome3yit cnoxusie u pasnbie naponn. Taxum oGpasom, ecim Te6s B3NOMAIOT, TO
3NOYMBINUICHHHKH OJIYYaT AOCTYI TOJNBKO K OJHOMY TBOEMY NPOQHIIIO B CETH, a He
KO BCEM;
Ecnu 1e6s Banomann, T0 HEOOXOIMMO NpEAyNpEAHTh BCEX CBOMX 3HAKOMBIX,
KOTOphie noGaBsiensbl y Te6s B APY3BAX, O TOM, 9TO TeOs B3/IOMANH H, BO3MOXHO, OT
TBOEro HMeHH GyJieT pacChUIATECA ClIaM H CChUIKH Ha (DHINHHTOBbIE CaliThI;
. Ycranopu HanexHsii napons (PIN) Ha MOGHIBHBIH TenedoH;
Orxmoun coxpaHenHe napons B Gpaysepe;
. He orkpeiBait dalinel 1 Apyrue BIOXEHHS B NMUCBMaxX Jake €CIH OHHM NPHILIH OT
TBOMX Apy3eii. JIyume yTo9Hr y HHX, OTNPaBISIH M OHH Tebe 3TH daiinbL

HHTEPHET-MAara3uHoB M

Now

Ludpposan penymayus

Iludposas permyTamus - 370 HeraTWBHAs HJIH MO3MTHBHAS MHQOpPManus B ceTH O Tebe.
KomnpoMerspyiomas uHpopManus pa3meleHHas B HHTEDHETE MOXKET Cepbe3HBIM 00pa3oM

OTPasHTLCA Ha TBOCH peanbHON Xu3HH. «L{udpoBas penyranus» - 370 TBOH HMHIDK, KOTOpBIH
dopmupyercs n3 uHpopManEu o Tebe B HHTEPHETE.

TBOE MECTO JKHTEJbCTBA, Y4elbl, TBOE (PHHAHCOBOE MONOKEHHE, 0COOEHHOCTH XapakTepa
H pacckasbl 0 GIIM3KUX — BCE 3TO HAKAILIMBAETCH B CETH.

MHorne nospoCTKH JIErKOMBICIEHHO OTHOCATCS K IyONHKalMH JHYHOH HHpOpMaunH B
HuTepuere, He NMOHMMAas BO3MOXHBIX mociencTrii. Thl lake He CMOXEIb JOrafaThes O TOM,
4T0 ororpadus, pasmelnenHas 5 yeT Hazaz, CTaNa NPUYHHON OTKa3a NPUHATH Tebs Ha paboTy.

Kommentapun, pasmemenue TBoumx Qororpaduil M Jpyrue JeHCTBHS MOryT He
HCYE3HYTh J@XE MOCAEe TOro, Kak Thl MX yJAanumb. Thl He 3HAemb, KTO COXPaHWI 3Ty
uHGPOPMAIIHIO, ONANA JIH OHA B NOMCKOBHIE CHCTEMBI M COXPAHHJIACH JIH OHA, & INIaBHOE: YTO
noxymaioT 0 Tebe OKpyXalouiee JIOAHM, KOTOphie HaiayT H yBHAAT 310. Haiith undopmanmio
MHOTO JIET CIyCTs CMOXeT moGolf — Kkak M3 NoOpeix moGyxXAeHHH, TaK M C HAMEPEHHEM
NPUYHHATE BPe. ITO MOKET GBITh KTO YrOJHO.

OcHOBHBIE COBETHI IO 3amIHTe NH(POBOH penyTaiuH:

1. Tloxymaii, npexne yem 4To-To NMyONMMKOBaTh M Mepenasarth y cebs B Giore wm B
COLMANBHOM CeTH;

B nacTpoiikax npoQHis yCTaHOBH OrpaHHYEHHs HA POCMOTP TBOEro NPOQHIIs H ero

COZIEPKHMOTO, CIeNIal ero TOJBKO I Apy3ei»;

He pa3memaif i He ykassiBaif HHGOpMAIHIO, KOTOPas MOXeET KOro-1u6o ockoponsTh
HIH 06MKaTh.

2.

3.

Asmopckoe npaso

CoBpeMeHHbBIC IIKONEHMKH— AKTHBHBIC [MOJIB30BATENH UHPPOBOro MPOCTPAHCTBA.
OnHako 1anexko He BCe 3HAIOT, YTO MOJIB30BAHME MHOTMMH BO3MOMKHOCTSMHM LH(POBOro Mupa
TpebyeT cobmoieHus NIpaB Ha HHTEIUICKTYAIbHYIO COGCTBEHHOCTb.

TepMHH «HHTE/ICKTYaNbHas COGCTBEHHOCTBY OTHOCHTCA K PA3iHYHBIM TBOPEHHAM
HEJIOBEYECKOro yMa, HAYHHAS C HOBBIX H300peTeHHi M 3HAKOB, 0603HAYAIOMMX COOCTBEHHOCTL

Ha TPOAYKTHl M YCIyrH , W 3aKaH4uBas KHUramu, Qororpadusmu, KHHOQHIBMAMH M
My3bIKAJTBHBIMH TIPOU3BEICHUAMH.

JKaTh
5. He 3arpyskali NpHIOKEHHS OT HeM3BECTHOTO HCTOUHMKA, BEJb OHH MOTYT COZIeP!

rpaMMHOe 00eCTICCHHE;
6. ;p::;ﬂo;:ooe;xpo 751 BRIZEIB C© caiTa, Te BBOMMI JuaEy0 HHGOpMALIO, 3alimm B

macTpoliku Gpaysepa # yAam cookies; —
7. Tle uomecn}: npoBepsii KaKHe IUIATHBIC yCITyTH aKTHBHPOBAHEL Ha h—:oer: :Hac ::1, -
8' npga.ﬁ cBoil HOMEp MOGHIBHOTO TenedoHA TONBKO JHOAAM, KOTOP!

1B,
9 g::cty::mmen GbITh BHIKIIOYEH, KOT/Ia THI MM e monmsayembes. He 3a0niBalt

WMHOT/Ia NPOBEPATE 3T0.

Online uzpbt
3aXBATHIBAIOLME PA3BIICHCHUSA,
BPEMEHHBIE OHNIAMH-HIpHl — 3TO Kpaco4HbIE, g
oﬁunug:!onm: COTHHM THICSY HYENOBEK 10 BCEMY MHDY. Virpoks HCCHERyIOT JIaHHBIA p.

M ¥ TIONyYaloT OMBIT.
WAIOTCS M, BHIOJHAIOT 33J1aHHS, CPAXNAIOTCA © MOHCTpaM: i
g ynoson:fr):;l: x::;ro [IATST; TOKYNAIOT JHCK, OMIAYHBAIOT aGOHEMEHT WM TpHOGpeTaloT

KAKHe-TO OTLHH.
BHTHE WIPhl, a TAKXKE Ha CaMmy
e it e nouep?m;n;opnmpas , BBIIYCKAlOTCA HOBbIE TNATIH
6 )CTh: P TBYIOTCA .
(umpoBEIE 3arUIATKH UL pOrpaMM), 3aKpBIBAIOTCH yA3BAMOCTH CEPBEPO!

i
B nozo6HBIX MIpax CTOHT Onacarbcs HE CTONBKO CBOMX CONEPHHKOB, CKONIBKO Kpax|

1o, .

TBOETO NApOis, Ha KOTOPOM OCHOBAHA CHCTeMa ABTOPH3AIHH GOBIIHHCTEA HIP

aKKayHTa:
BeTHI 110 6€30MACHOCTH TBOEIO HrPOBOTO
(l)cﬂwomu;pc;mﬂ UrpOK BeJeT cebs IIoX0 HIH co3zaer Tebe HenpUATHOCTH, 3a6noxupy#
2 ‘l!’l‘:mynn cnni:c m:g;mmw Wrpsl Ha IUIOXOE TOBEJCHHE JTOr0 MIpOKa,
: JKeNaTeNbHO MPHIIOKHATE KaKAe-TO JIOKa3aTenbeTBa B m{m CKPHHOB;
. He yxaspiBail THIHYIO uHbopManHio B npodaiinie Urpsl;
Vpaaii IPYTAX YUACTHHKOB [0 HIPE; .
He ycranasnuBai HeohuIHATbHEIE NATIH H MO,
SKHEIC H Pa3HBIE MAPOITH;
; Plnmcm;m;yi:;l:a HIPBl I:ie CTOMT OTKIIOYATh AHTHBHPYC. Moka THl Hrpaemb, TBOH

KOMIIBEOTEp MOTYT 3apa3HThb.

SowmEw

Quuiun2 URU KPANCA NUYHBIX OanHbIX

HO ¢
OGbruHofi Kpaxel JHer H JIOKYMCHTOB cerofHs yXe nmbuenygmﬂ7 .

PpasBHTHEM HHTEPHET-TEXHONOrHH 3NOYMBILICHHHKH  TIEPEMECT

TPOZIOIIKAIOT 3aHHMATBCA WIHOGMMBIMY IENIOM.

enb
Tak moABHIAch HOBAj yrposa: WHTePHET-MOICHHHYECTBA M ¢nmuu;, rna::::ﬂ 1:5 -
et —
KOTOPOTO COCTOMT B TIONYHCHHH KOH(HACHITHAIBHBIX JAHHBIX nonb;o;;airnr:n— 5 oy
naposeif. Ha anrimiicKOM A3bIKe phishing unTaeTcs kak uumanr (0T

password — napos).
(OCHOBHBIE COBETHI 110 Gopube ¢ GUIIHHTOM:

ankera Obuia
. Ecjm Thl TMOAO3peBaciib, 9TO TBOA
. Cnemd 3a CBOHM aKKAyHTOM .
: B3JIOMAHa, TO HEOOXOMMMO 3abnokupoBath ¢ CcoOBIMTS AIMHHHCTPATOPAM

pecypca 06 3TOM Kak MOKHO CcKOpee;






